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Executive Summary
Online scams have become a national crisis that is evolving faster
than our current defenses can keep up with. In 2024 alone, U.S.
consumers lost $16.6 billion to scams, a staggering 33%
increase over the previous year. According to a 2025 Gen survey,
35% of Americans have already been targeted and nearly three-
quarters of them have suffered financial harm, with an average
loss of $3,858 per victim. 

This crisis is simultaneously growing and transforming. What was once the work 
of isolated hackers has matured into a sophisticated, global industry. Today’s fraud
 networks operate like professional businesses, complete with call centers, scripts, 
and AI-powered tools that enable highly personalized, profitable, and persuasive scams. 
In Gen’s Q3 Threat Report,  we reported that we blocked over 140,000 scam websites developed with AI generators, a
new type of threat called VibeScams. The previous quarter we identified FunkSec, a new player in the fraud scene and
the first instance of ransomware operators using generative AI and large language models (LLMs). Across the cyber
safety landscape, malicious actors are using LLMs and AI to build, expand and better target their threats. 

 This paper outlines essential policy actions that lawmakers can take to protect Americans from the rising tide of AI-
powered scams. Addressing these recommendations will be vital for the US government to effectively mitigate the
rapidly evolving threat posed by AI-driven online scams. 

State of Play 
A New Era of Fraud
Scammers today are more targeted and manipulative than ever before. According to Gen data, over 90% of all threats
to individuals that we block are scams and social engineering, those that rely on psychological manipulation and prey
on people’s vulnerabilities for success. The subject of these scams and the groups they target vary, and there are
nearly endless combinations of “how” and “who”. The Federal Trade Commission found that investment scams cost
Americans $5.7 billion in 2024 and imposter scams drained another $2.95 billion. Seniors are frequently targeted by
these criminals, with 59% of Americans saying an older loved one has been scammed. Young adults face risks too, as
their digital exposure and online data make them appealing targets for personalized AI-driven scams. Romance scams
and pig butchering schemes (cases when a victim is contacted via dating apps or social media and encouraged to
make increasing financial contributions via cryptocurrencies over a long period), also exploit relationships and trust,
often leaving victims devastated both financially and emotionally. 

These are not abstract numbers. They represent seniors who lose their life savings, young adults whose financial
reputations are damaged before they even begin their careers, and hardworking families blindsided. Fraud has
become a tax on trust, undermining both financial security and personal confidence in the digital economy. 
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